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01 THE PROBLEM

MONTHS VERSUS
SECONDS

The average intrusion sits undetected for months. Most managed security is a dashboard
nobody watches and a hardening pass that happens once, then goes stale the day after it's

written.

For an MSSP, that gap is the whole business risk. You put your name on a client's security posture,
then find out about the breach the same week the client does — from a ransom note, not your own
tooling. The tools that were supposed to catch it were busy generating alerts no one had time to read.

The industry's answer has been more: more sensors, more alerts, more dashboards, more analysts to
triage the noise. That doesn't close the gap; it just moves the fatigue around. Every added tool is
another vendor, another console, another integration seam for something to slip through.

THE INSIGHT THIS PLATFORM IS BUILT ON

Security isn't about stopping everything — nothing stops everything. It's about making sure that the
moment an attacker does get in, they hit a tripwire immediately, and the response that follows is
automatic, contained, and recorded. Detection measured in seconds, not months. Coverage that
doesn't depend on someone watching a screen at 3 a.m.

Omniscient is one platform built around that single idea, running the entire lifecycle of protecting a fleet
— discovery, access, hardening, deception, and live validation — from one console, under one
governance model, operable by one analyst. For a reseller, that last part is the point: it turns headcount
into margin.
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ONE PLATFORM,
ONE DATA STREAM

02 // ARCHITECTURE

Omniscient is not five tools bolted together. It's many toolkits — recon, hardening,

deception, access, red team — running as views and verbs over one governed data stream.

That single design decision is what makes everything else safe to operate at scale.

Because it's one stream underneath, a mine trip, a heartbeat silence, and a network-drift event all land

in the same feed, on the same incident thread. Nothing is stranded in a separate console. And that

stream has three properties that, together, are the reason a single operator can run an entire fleet

without fear:

PROPERTY 01 PROPERTY 02
IDEMPOTENT REVERSIBLE

Run the same operation twice and land Every action ships with its inverse in
in the same state — no duplicates, no the same pass. Apply pairs with
errors, no drift from repetition. Every rollback, open with close, provision
door, rule, and decoy is named, so the with restore. No one-way doors.
system always knows exactly what it Nothing you do to a client's production
did and can find it again. You are never box is a commitment you can't walk
afraid to re-run. back.

THE GOVERNANCE MODEL

PROPERTY 03

WHAT-IF-ABLE

A pre-flight plan shows the exact
consequence before you commit.
Sentinel simulates before it arms. The
box itself is the preview — so you
operate confidently without needing a
separate lab to rehearse in.

Policy inherits down three levels, each mapping to something an operator already thinks in: National is

the network — topology, segments, switches, the whole fleet. Federal is the machine — system-wide

hardening that applies to every account unless overridden. State is the user — role-based policy,

because a General Manager's workstation is not a line cook's.

When the engine finds a live account with no role mapping yet, it doesn't pretend the account isn't there

— it's surfaced as ungoverned, with a one-click path to promote it into the model. Drift isn't just flagged;

there's a wired path to resolve it. Nothing stays invisible by accident.



&2 Omniscient Fleet — Unified Console

& Fleet map & Operate

@ Recon

& Exposure

&\ engine connected - model edits are safe - box actions run live (elevated) against the box

&% Connect

click a node to drop into \its/config

8 19

MACHINES USERS

6

ADMINS

® verified @ applied, unverified @ can't verify here  ® off

6

IN SYNC

/N Red Team © Sentinel

@

OMNISCIENT

< Filescape

1E-pol§FT ~STAND

sB ' P0s-03

BACKOFFICE

=

/ KITCHEN-01

POS-02
2 il il
DRIFT SEGMENTS SWITCHES

OFFICE-MGR

£ (. ENGINE - wmnows) (. STATUS +) a

@ Engine connected - Windows

machine floor folds down per-user

>_ CONSOLE @ fleet - 2 machines from engine A

_

FIG.01 The fleet map — every managed machine, switch, and network segment in one topology, with live counts for machines, users, admins, drift, and sync state.

This is the National view: the whole client estate on one surface.

|_ BARR CYBER LLC

OPERATOR CONFIDENTIAL J



03

03 LAUNCHER

ONE BINARY,
FIVE WAYS IN

The platform runs off a single launcher that checks its own environment first, then hands
the operator the interface that fits the box in front of them — and never hard-fails because

a dependency is missing.

On first run it reports what it's standing on: admin state, language mode, and whether the tooling it
needs is present, flagging anything missing with the exact remediation rather than a cryptic error. Then
it offers five interfaces over the same engine: a native console, a 3D fleet map, a full-controls manager,
a plain text console for locked-down boxes, and a self-contained bundle. If the richest option isn't
available on a given box, it falls back automatically instead of stopping.

WHY A RESELLER SHOULD CARE

Your operators will meet every kind of client box — modern, ancient, locked down, air-gapped. A tool
that degrades gracefully instead of failing means one platform covers your whole client base, not just
the convenient half. Fewer exceptions is fewer truck-rolls.




indows 11 dev environment on THE-TITAN - Virtual Machine Conne:

File Action Media View Help

OO nmnfy S| BEg

Omniscient_VO

ient_ V0.15ZA > Omn

_ B8 Administrator:

OMNISCIENT FLEET MANAGER

Computer : WINDEV24@7EVAL
Admin : True
LanguageMode : FulllLanguage
WPAD policy : not set

[RT] Npcap (packet capture driver) : MISSING (Required for Bettercap / packet-level operations. WinPcap-compatible mod
recommended for tool cts it. Admin install required.)

Native Console the V7 unified console as a native app (needs Node; auto-falls back to the map) [default]
3D Fleet Map the WPF master GUI (always available)

Fleet Manager full controls (WinForms)

Console text interface

Bundle runtime download Electron + Node into the build so the console is self-contained

1-5 (Enter = 1, the native console): _

A8 Qoo 2

Status: Running

FIG.19 The launcher's first-run self-check and interface picker — environment reported honestly, dependencies flagged with fixes, and five ways to run the same

engine depending on what the box supports.
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SEE WHAT'S

ACTUALLY THERE

04 RECON

Every engagement starts with what's actually on the wire — not what a client's

documentation claims. Discovery flags drift: anything present that isn't in the governed

model, the same low-level telemetry a SIEM diffs over time.

A fast parallel sweep maps the subnet; a deeper pass probes services. Whatever it finds that you didn't

put there is surfaced as drift, with real MAC and vendor data — which is often the single most valuable

thing you can show a new client: the devices sitting on their own network that nobody told them about.

I e G

172.16.16.73 unmanaged

172.16.16.65 this box

172.16.16.51 unmanagec

14 11 0 12 21

Drift
On the network, NOT in your model (12) — potential rogue / unmanaged

172716 16-3 Ubiquiti

d72°16.16-4

172.16.16.88 unmanaged

172.16.16.9 unmanaged

172.16.16.124 unmanaged

a
unmana( 172.16.16.182 unmanaged

172.16.16.1 gateway

172.16.16.3 unmanaged

172.16.16.4 unmanaged
172.16.16.8 unmanaged
| 172.16.16.7 unmanaged

172.16.16.0/24 2026-07-02T23:50:49

>_ CONSOLE @ deprovision-box TEST

engine ok A

FIG.12 A live subnet sweep: managed endpoints resolve clean, and everything undocumented is flagged as drift — each rogue device carrying its real MAC address

and vendor fingerprint.

The capture layer is deliberately conservative. It reports the best sniffing tier a box can actually run —

native telemetry, wired frame capture, WiFi monitor mode — without ever opening an adapter until an

operator explicitly starts a capture. When a tier is blocked, it says exactly why and how to reach it,

rather than silently under-delivering.



I_ This is what's actually on the wire — not the designed fleet. Discover does the fast minimal scan (a parallel sweep of the whole subnet, no port probing) and lists what it finds; then it draws the map. Deep +ports is

the slower pass that also probes services. It flags drift (devices not in your model) and the snapshot is the lowest-level IDS telemetry a SIEM diffs over time.

A+ Capture capability - what this box can sniff === - ver ope adaptes

Reports the best ca e tier this box can actually run (native host telemetry — Npcap wired frame capture — WiFi monitor-mode] i exactly what's block

dapter capability — it never opens an adapter for capture, never activates monitor mode, never sends a frame. T

TIER 1 - WIRED | Npcap - wired frame capture

Npcap wired capture available; monitor mode not available

® Npcap library bindable - Npcap version 1.88, based on libpcap version 1.10.6 (64-bit time_t)
® npcap service running

® elevation elevated (capture is admin-only)

® monitor mode (rfmon) no adapter supports rfmon

® loopback Adapter for loopback traffic capture

® tshark (deauth feed) not found

ADAPTERS (9
* \Device\NPE_{1389531D-177C-4A9E-BC73-6FB54C246226} (WAN Miniport (Network Monitor)) — up / wired / promisc

- \Device\NPF_{46369C81-A4C6-4FC1-9F23-54F7EA2E1BAA} (WAN Miniport (IPv6)) — up / wired / promisc

- \Device\NPF_{5A457D6F-659F-46C2-ABCO-CACF506B8534} (WAN Miniport (IP)) — up / wired / promisc

- \Device\NPE_{7F57AE86-7B98-4C03-95E3-B5F522E9B48F} (Hyper-V Virtual Ethernet Adapter) — up / wired / promisc
- \Device\NPE_{6A76DB30-431A-4180-8C1D-EF28673607F0} (Intel (R) Wi-Fi 7 BE201 320MHz) — up / wifi / promisc

- \Device\NPF_{3873C840-BC3E-444E-A692-19DBI9ABAC058} (Bluetooth Device (Personal Area Network)) — up / wifi / promisc

- \Device\NPF_{16DEC675-D6AC-4A05-9D2E-B58C1DF0368C} (Intel(R) Wi-Fi 7 BE201 320MHz #5) — up / wifi / promisc
- \Device\NPF {2F98C498-13F7-4F0A-A08E-9ADD84168011} (Intel(R) Wi-Fi 7 BE201 320MHz #3) — up / wifi / promisc
- \Device\NPF_Loopback (Adapter for loopback traffic capture) — up / loopback
BLOCKING THE NEXT TIER

monitor mode: no adapter reports rfmon (WiFi frame capture unavailable)

O REACH THE ‘WIFI" TIER
- reinstall Npcap with the raw-802.11 (monitor mode) option
- use a monitor-mode-capable adapter (e.g. an external USB WiFi adapter)

A+ Packet capture - this box's IP traffic -« 0

vantage: unknown v A+ Probe capability

i _

FIG.11 The capture-capability probe: full adapter inventory, the precise reason a higher tier is unavailable, and the exact steps to unlock it. It advertises only what it

can truly do.

I_ BARR CYBER LLC
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A CREDIBILITY BEAT WORTH NOTICING

Run recon inside a NAT boundary and the platform detects it, explains the mechanism, and tells the
operator how to get a true reading — instead of handing back a falsely clean scan. A tool that tells you
when it can't see something is worth more than one that always shows green. That honesty is what
you'll stake your reputation on when you resell it.

Omniscient Fleet — Unified Console

/\ You're behind a NAT boundary — this is not your real LAN
This scan is running inside a Hyper-V network. The host PC sits between this box and your home network as a NAT, and ARP/ping don't aross NAT — so the only thing
reachable from here is the virtual gateway (172.22.224. 1), not your router. Your real computers are on the far side of the membrane, ghosted in the map. To map the
whole network, run Omniscient on a physical machine plugged into your LAN (Windows Sandbox can't be bridged onto a real network — that's a Windows limitation, not a
scan failure).

omniscient recon - 172.22.231.0/20 - gw 172.22.224.1 - N&

172.22.224.1
172.22.231.28 up

172.22.224.1 gateway

172.22.231.28 this box

FIG.21 Recon correctly identifying a NAT boundary and explaining why the scan is limited — rendered in the platform's 3D topology view. The tool refuses to fake a

result it can't stand behind.



|

& | ¢ | Fleet map > Recon &» Operate & Exposure A\ Red Team © Sentinel $ Filescape L Secrets | (@ encine - winoows ) (@ status +) | Q |
4\ engine connected - model edits are safe - box actions run live (elevated) against the box
& Fleetmap  Reconnaissance - the real network =0 ol e Quick | | Deep +ports @ Re-discover

This is what's actually on the wire — not the designed fleet. Discover does the fast minimal scan (a parallel sweep of the whole subnet, no port probing) and lists what it finds; then it draws the map. Deep +ports is
the slower pass that also probes services. It flags drift (devices not in your model) and the snapshot is the lowest-level IDS telemetry a SIEM diffs over time.

vantage: unknown v | A Probe capability

Reports the best capture tier this box can actually run (native host telemetry — Npcap wired frame capture — WiFi monitor-mode) and exactly what's blocking the next tier, so every capture/IDS feature advertises what it can really do. It only
ueries adapter capability — it never opens an adapter for capture, never activates monitor mode, never sends a frame. The SPAN/tap vantage is operator-asserted (the box can't auto-detect a mirror port)

A- Capture capability - what this box can sniff | -

nspects what's installed and q

Click Probe capability to read this box's capture posture.

A- Packet capture - this box's IP traffic

Binds a raw socket to this box's IPv4 and listens to the IP packets its own NIC sees for the chosen window — it never sends a packet (pure read, recon-only). This is this box’s telemetry: on a switched LAN a NIC only sees its own unicast +
broadcast/multicast, not other hosts' traffic (a whole-LAN tap needs a mirror/SPAN port or Npcap). Raw sockets need administrator

A Promiscuous capture - Tier-1L2 sensor

5s 10s 30s 4 Start L2 capture

Opens a promiscuous-capable adapter through Npcap and listens at layer 2 for the window — so it sees the Ethernet frames the NIC receives: source/destination MACs, ARP frames, and broadcast/multicast, which the native capture above
(this box's own IP traffic) cannot. It opens for read and never injects a frame (receive-only). On a switched LAN a port still mostly sees its own unicast + broadcast/ARP — a mirror/SPAN port or tap exposes other hosts (see the capability
card’s vantage). Needs administrator + Npcap; the Capture capability card shows whether this tier is available.

Click Start L2 capture to listen in promiscuous mode (needs Npcap + admin).

© Check now

Reads this box's ARP / neighbour table and flags the live signatures of a poisoning MITM — one MAC claiming several IPs (the attacker binds its MAC to the gateway it impersonates), one IP claimed by several MACs, and (with a pinned
drifting. This is what catches the sniffer that's MITMing you. It only reads — it never touches the network

© ARP watch - poisoning / MITM detection | -

baseline) the gateway M

B e

>_ CONSOLE @ deprovision-box TEST — engine ok A ]

@ Deauth watch - Wi-Fi deauth detection | ==

FIG.10 The reconnaissance module overview — discovery, capture, promiscuous L2 sensing, and ARP/MITM watch, each clearly scoped and each read-only until

deliberately engaged.

I_ BARR CYBER LLC OPERATOR CONFIDENTIAL _l
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[ 05 // ACCESS |

GET IN SAFELY

Every managed box's resting state is hardened and closed. Remote access is the exception

— and everything the platform opens is named, visible, and reversible. There is no "allow

any.

The engine refuses wildcard and LocalSubnet firewall rules outright. Every door is locked to a specific
office source, every route is scoped and auditable with a one-click "what's open right now" check, and
every port forward tears back down to exactly the state it started in. For a reseller, that's the difference
between remote access you can defend in an audit and remote access that becomes the client's
breach.

> Source-locked doors — RDP requires NLA and an explicit office CIDR; the engine will not accept a
broad rule.

> Scoped routing — internal access forwards through the gateway on a named, auditable rule, never a
blanket tunnel.

> NAT-aware dial-out — boxes with no inbound path reverse-tunnel out on key-based auth, closeable
from either end.

> Read-only first touch — scanning an inherited box reads its accounts and posture without changing
a single setting.

|— UII (UIE Yateway). 1IHIJUUIIU TEaLT aliu 11aUVE PUI =101 waid aie Iive, uiai-uut aiiu 55 aie prase .

Scan this box first
Read the live accounts + security rules already on this machine without touching it — the place to start on an inherited box. Read-only, no wipe.

@®

@ Scan box ’

Fleet discovery &% Discover on this network

ame label [ al v Add
Gateway access point 3 Status
[ v Activate door (source-locked) ] O Deactivate

Routes to internal boxes

13389

[ /\ Open route J O Close route &= What is open

Dial-out (reverse tunnel) © Refresh

For a box behind NAT with no inbound door - it reverse-tunnels OUT to the gateway, and you reach it at gateway:port. Use the half for the box you are on.

On the gateway

( Enable SSH 5  consore @ deprovision-box TEST — engine ok A

FIG.13 Standing up a gateway access door — source-locked, NLA-required, and torn down with the same one click it took to open. The exposure panel always shows

what's currently open.



[_ [ /\ Open route ] ‘ O Close route ! ( &% What is open ‘

Forwards gateway:13389 -> target:3389 over the LAN (native netsh portproxy), firewall scoped to your office source. Point your RDP / shadow at the gateway on that port to land on the target. Close
the route when you are done.

Dial-out (reverse tunnel) (O Refresh |

For a box behind NAT with no inbound door - it reverse-tunnels OUT to the gateway, and you reach it at gateway:port. Use the half for the box you are on.

On the gateway

office source (CIDR) I [ Enable SSH server J

{ paste the box public key here ‘ | Authorize key

\ X J

On the NAT'd box

‘ Generate key | no key yet - generate, then paste it on the gateway

‘/gateway address \ \ user \ \ 13389 J

[ Start tunnel ] ‘ Stop ] down

J

Generate the key on the box, paste it into Authorize key on the gateway, enable the gateway SSH server (source-locked), then start the tunnel. It shows in the exposure panel and obeys panic-close +
the lease.

o =
Scan this box @& Scanbox |

Map an inherited box without touching it: read the account landscape + the security rules currently in effect, so you can see what's there before deciding what to change. Read-only — no wipe, no
provision.

Click “Scan box” to read this machine’s accounts and security posture.

L

Scan the network | & Scan network \

Map the local network this box sits on: detect the subnet, enumerate every device (IP, MAC, hostname, vendor), and read this box's live connections. Read-only — no packets beyond pings + ARP.
Works in Sandbox. The device + connection list is the baseline the IDS/SIEM builds on

Click “Scan network” — detects your subnet, sweeps it for live hosts, and lists every device the box can see. The sweep takes a few seconds. r 1 O (O [
= >_ CONSOLE @ deprovision-box TEST — engine ok A
FIG.14 A dial-out reverse tunnel for a NAT'd endpoint — the box reaches out rather than being reached, on key-based auth, reversible and logged, obeying lease

expiry and panic-close.

BARR CYBER LLC OPERATOR CONFIDENTIAL J
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PROVISION,
REVIEW, FIRE

Nothing executes against a live box without a review step first — the plain-language
summary, the exact commands, and an explicit confirmation. What-if-able, by

construction.

Role-based presets carry sensible starter security for every position out of the box, with per-role web
allowlists and application control layered on automatically. Admin accounts are structurally exempt from
the lockdowns applied to everyone else — by design, not oversight. And every run is atomic and
logged, so you can prove exactly what changed on a client's estate.

=

() Fire - provision ° machine - sandbox
box

Target: TEST

16 changes pending

WHAT THIS DOES

oy

reg add .\Terminal Services /v Shadow /d 2 /f
— ALLOW silent watch + control (NO user
prompt)

o

reg add ..\System /v InactivityTimeoutSecs /d
300 /£

reg add ..\WDigest /v UseLogonCredential /d 0
/£

reg add ..\DNSClient /v EnableMulticast /d 0 /f

+

o

rar 2dd  \Tntarnat Sattinae /v

oy

sandboxed * not

executed

HARDEN

_

FIG.08 The pre-flight review — every pending change shown, in plain language and as raw commands, before a single one fires. Cancel or Fire; nothing happens by

surprise.



I_ Apps - install per profile (floor)

Wind t the machine level for all users - patches + service management land here later + apply &
o (engine) import default AppLocke
rules — Enforce mode
o Visual Studio Code Microsoft ;
C:AWINDOWS\system32\cmd.exe = (m] X (CEXT
ist —= Sling - schedul:
appinstall_lock Restrict software installs to admin d from role)
[ ok ] I
audit_logging Audit policy rollout (18 subcats + cmdline + 2GB log)
[ ok ]
securedns Secure DNS (Quad9)

[ENGINE] routed to the runtime engine console (runs after this one reports per item)

bitlocker BitLocker on C: (TPM + recovery password)
[ENGINE] routed to the runtime engine console (runs after this one reports per item)

usb_readonly USB / removable storage READ-ONLY (insider)
[ ok ]

chrome_allowlist_machine Machine-wide Chrome block-all floor (all users)
[ ok ]

applocker_svc Application Identity service (AppLocker prereq)
[ ok ]

applocker_enforce  Applocker default rules - Enforce mode
[ENGINE] routed to the runtime engine console (runs after this one reports per item)

Applied 17 Failed © Engine-noted 3 Skipped ©

Review the results above. Press any key to close.

Remote access test controls

83 Status [ v Listener on ] O Listener off

3389 LocalSubnet

( — : \ - =]

FIG.09 Real execution output after firing: a per-item pass/fail tally — applied, failed, engine-noted — not a spinner that just says "done." Auditable evidence of

exactly what landed.

[_ Fleet map > TEST
(< SCITEET &% Operate & Recon & Exposure A Red Team © Sentinel $ Filescape P secrets | (@ excine - winnows ) (@ status +) | Q
>

A engine connected - model edits are safe - box

ed) against the box

e N N
USERS navigate APPS & POLICY - GM2_TEST - ROLE TEMPLATE set policy What will happen 1 pending
T GM folded floor inclu
VLAN-10 (segment) * explicit 1 role app cut
- - i
[ allowlist - apps ) unrestricted apply . HEUNGHZRTEST)
© Adminl TEST URLAllowlist —= Sling - scheduling:
admin - exempt ROLE | M T 1 (removed from role)
o GM2_TEST =
™ GM
o HeadChef3 TEST . e to customize, tags show where each came from
™ HeadChef
o FOHManager4 TEST .
™ FOHMar
ToastPOS .
=+ | new user name, :
o s N
L - Gust payroll &
nezen .
13 apps — 40 domains floor + GM - 1 added
& allowlist for a browser that isn't installed — tick chrome_install on the machine. ‘
Apps - install for GM2_TEST ®

Window alled for this user - floor installs from the machine view are locked-on; add

pplicatic onal per-user installs go here

o Google Chrome Google

o Moxzilla Firefox Mozilla

° Notepad++ Don Ho

>_ CONSOLE @ fleet - 2 machines from engine A

&

FIG.06 A per-role policy template — the State layer. Apps and domains are assigned by role, cuts are explicit, and the UI warns when an allowlisted app isn't actually
installed on the machine.

BARR CYBER LLC OPERATOR CONFIDENTIAL _I



07 KEYS

TRUSTED WITH
THE KEYS

Credential security rests on one deliberate decision: the key that proves you're the
operator is never the key that decrypts credentials. One shared secret would be a single

point of total compromise — so there isn't one.

DESIGN NOTE — TWO KEYS, SPLIT ON PURPOSE

The Operator Key gates authority actions — break-glass, overlay unlock, mine re-arm. PBKDF2-
HMAC-SHA256 at 600,000 iterations, verifier-only, DPAPI-wrapped. The Vault Key decrypts the
credential vault only, via a separate derivation, AES-256-GCM with CBC+HMAC. Cracking one gets you
nothing toward the other.

Passphrases are never stored and cannot be recovered if lost — by design. No hash hard-coded in
source, no bare fast hash, no plaintext fallback anywhere; each of those failure modes is explicitly
forbidden in the platform's own engineering standard. The Secrets pane gives an operator one place to
see every secret the suite uses — what it protects, whether it's set, and where it lives — while never
displaying a secret's value.

07



/> Operator Identity & Secrets

O Refresh
© Operator Key (AUTHORITY) NOT SET
new passpnrase
confirm new passphrase
| set |
& Vault Key (E¥caveTioN) @ set (this box)

FIG.22 The Secrets pane — the two-key architecture in one view. Set-state and metadata only; no secret material is ever read into the display. Authority and

encryption stay separate, always.

1 dev environment on THE-TIT:

File Action Media

run due to the error: The directory name is invalid.]

- 3. Secure DNS --

- Secure DNS (Quad9, runtime) ----

OK ] Ethernet 2 ==10-070 08t 8140211250 12210

- 4. per-user lockdown ----

- Per-user lockdown (runtime) ----
SampleGM [GM] chrome: allowlist (47 sites) + block-all [Chrome:Edge]
SampleGM [GM] exec : blocked (7 exes via DisallowRun)
SampleFOH [FOHManager] chrome: allowlist (50 sites) + block-all [Chrome+Edge]
Samp1eFOH [FOHManager] ec : blocked (7 exes via DisallowRun)
SampleAGM [AssistantGM] r : allowlist (40 sites) + block-all [Chrome+Edge]
SampleAGM [AssistantGM] : blocked (7 exes via DisallowRun)
SampleChef [HeadChef] chrome: allowlist (34 sites) + block-all [Chrome+Edge]
SampleChef [HeadChef] exec : blocked (7 exes via DisallowRun)
SampTleAdmin [Admin] admin - never Tlockdown (ED-011)

whole-box pass complete. (System hardening ran in the first console; verify reads next.)

———- Encrypt credentials (vault) ---—-

Set a VAULT PASSPHRASE. Credentials are AES-256 + DPAPI encrypted; nothing is written in plaintext.
This passphrase is NOT stored and cannot be recovered - keep it safe

passphrase: *#*

confirm @ *#x

N
5

Status: Running

FIG.20 Vault creation at the tail of a hardening pass — AES-256 plus DPAPI, with a passphrase that is explicitly

not stored and not recoverable. The credentials the platform just touched are sealed immediately.
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08 OPERATE

ONE ANALYST,
MAGNIFIED

This is the section a reseller should read twice. Omniscient is built so that one operator
covers a fleet that used to need a team — and that multiplier is where your margin comes

from.

Acting as a specific user for support or investigation is a single elevation, not a UAC prompt on every
click — one authorization covers the whole visit, logged as one session. Live policy state is read
straight off the box and compared against the model; if they diverge, that's drift, surfaced the same way
network drift is. Nothing forces the operator to hunt box-by-box: the whole fleet's alarms and messages
land in one triage feed.

> One elevation per visit — not per action. The friction that slows down manual operators is designed
out.

> Drift surfaced, not hunted — the model tells the operator what diverged, instead of the operator
discovering it by hand.

> A blocked action is a pass, not a bug — when a locked-down app refuses to launch, that failure is
the lockdown working, and the platform treats it as confirmation.

> One feed for everything — security events and user messages triaged separately so nothing critical
hides under routine traffic.



Run things in their context

Each action prompts for the vault passphrase ONCE in its elevated console, then runs - their token + hive + policies in effect. A denied app failing to launch IS the lockdown working.

>_ Open shell as them @ Launch browser at blocked URL
$ GUI app launcher (their desktop apps) %2 Browse their files (file tree)

L Install their designed apps, as them

Desktop session

3 Remote desktop (mstsc) 3 Local desktop as them [ A Separate desktop J

as them in YOUR s
d requires typing SWITCH in the elevated conso

nstsc to a remote/VM wn session); Loca

on (works on a single-session box / Sandbox); Separate is experimental - it flips your whole screen to a new

at runs their shel

Recent actions Clear

session ok elevated session ready (1 UAC for the whole visit)

This account isn't in the THE-TITAN model - the legacy multi-action menu loads its picker from runtime-users.json, so opening it here would just say “target not on this profile” and fall to
a picker that doesn't include warre either. The in-pane silent buttons above work for this account directly - the engine's one-shot path (VOZZZZZN) operates on the live Windows account by
name without needing a model entry. Re-apply is the only exception (it needs the model to know what role to apply); see the Applied policy card.

Multi-action elevated session
Opens an elevated console pre-targeted at warre: one UAC, one vault prompt, then any number of policy reads / re-apply / shell / browser / files / desktop
actions inside that elevated session. The right choice when you have a sequence of things to do as this user. (disabled - account not in THE-TITAN model)

X

@ Power & Battery

FIG.16 Running actions in a specific user's context — shell, browser, files, installs — all under that account's real token, hive, and effective policy, inside one
authorized session. One analyst, operating precisely, at fleet scale.

(> engine connected - model edits are sate - box actions run live (elevated) against the box

< Fleet map < Back to operate (federal) OPerate - Act as a user ate e = one elevate

Targeted dashboard for one account. The first click on this pane prompted ONE UAC for a persistent elevated session that all action buttons now ride on - no more UAC per click,
and vault is unavailable for this box but Read state / Re-apply / Clear all work without one. For multi-action workflows that bypass the in-pane buttons entirely, use Multi-action
elevated session at the bottom. To switch user: back to federal, click another. To scan the whole box (every account + the security rules on an inherited machine), click Back to
operate above — the scan sits right at the top there.

ACTING AS ikl
THE-TITAN
@® warre (warren barr) active LIVE

Applied policy from the machine mode! FEDERAL —> THIS USER

No federal entry for this account in THE-TITAN's model - this is a live account the engine discovered on the box, no role mapping yet. Most actions work without a model entry:

Read live state, Clear, Open shell, Browser, Files, GUI apps, Seed, Local/Separate/Remote desktop. Re-apply needs a role mapping (the model decides which lockdown to apply).

+ Promote to model

This is what the model says SHOULD be applied. Compare to the live-state card below - if they diverge, the box has drifted; click Re-
Live policy state on the box O reading
No state re: et. "Read live state” loads their per-account registry hive (one UAC)

Quick policy actions
© Re-apply their lockdown O Clear their lockdown (test)

No credential needed - just elevation. Re-apply restores their Position policy against their hive; Clear sets chrome_allowlist=Open + block cmd_ps=false (for testing what an open user looks like).

Run things in their context
Each action prompts for the vault passphrase ONCE in its elevated console, then runs - their token + hive + policies in effect. A denied app failing to launch IS the lockdown working.
FIG.15 The act-as-user pane — live policy compared against the model, a one-click promote path for ungoverned accounts, and the whole Federal-to-State inheritance
visible at a glance.

I_ BARR CYBER LLC OPERATOR CONFIDENTIAL _l
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[ 09 // SENTINEL | — THE DIFFERENTIATOR

IT FIGHTS BACK.
SAFELY.

Hardening keeps an attacker out. Deception is what happens when one gets in anyway —

and it changes the economics of attacking your clients.

Think about an intruder's cost. Today, once they're inside, their only real cost is time. They can move
laterally, poke at files, and explore at leisure, because nothing punishes movement. Omniscient inverts
that. Every step an attacker takes through a protected environment raises their odds of triggering an
automated, recorded containment event. You aren't just detecting them — you're making the
environment too expensive to navigate. That's a product an MSSP can sell on outcome, not jargon.

THE INSIGHT — IT'S ABOUT THE IMMEDIATE TRIPWIRE

Security isn't about stopping every intrusion; it's about guaranteeing that the instant an attacker moves,
they hit something. Sentinel is that something — a layer of live decoys and a signed liveness check that
turn quiet lateral movement into an immediate, loud, automatic problem for the attacker.

MECHANISM — ABSENCE AS THE ALARM

Every managed endpoint writes a signed, sequenced heartbeat on a fixed interval. The clever part isn't
the beat — it's what its absence means. An intruder can kill the agent, but they cannot forge the next
beat; there is no signing key on the box to steal. Silence isn't a gap in coverage. Silence is the alarm —
the one signal an attacker can't fake their way around.



A Heartbeat

eq: 1783039972 age

\+ Beat now Install 15-min service Remove service

@ Session Trace / Origin

(LOCAL/ hands-on | conssdence: meason

: Service wo

active console (hands-on) session

read-only forensics on whoever tripped a mine on the right. It never reaches back out.

>.

CONSOLE @ seeded

@ Trace origin

FIG.30 The signed heartbeat panel alongside passive session-origin tracing — live proof-of-life on the left, and
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SENTINEL DECEPTION & RESPONSE

THE SAFETY PROTOCOL — THE CONTAINMENT LADDER

Touch a decoy and a response fires automatically. But it isn't one blunt action — it's a ladder, and

where the decoy sat decides how hard the system hits back. The deeper the zone an attacker

reached, the higher the rung.

T0

T1

T2

T3

T4

TS5

LOG

ALARM

ESCALATE

REVOKE

ISOLATE

DISABLE

Chain-of-custody entry. Always, no exceptions.

Warning-level alert the instant the decoy is touched.

Critical alarm, flagged for off-box escalation.

Every live just-in-time access grant on the box is pulled immediately.

Closes the exposure the platform itself opened — never the operator's console, never the account.

Isolates and disables the implicated account — but never the operator's own, and never the last admin.

Notice what the ladder doesn't do. It never destroys data. It never counter-attacks. Its most aggressive

rung refuses to lock out the last way back in. That restraint is deliberate: this runs unattended on a

client's production box, so its worst-case action has to be one you'd still be comfortable with at 3 a.m.

with no one watching. Containment, not vengeance.

FOR THE BUYER WHO ASKS "CAN WE TUNE IT?"

Yes. The ladder ships pre-configured for safety, but every rung is configurable to match each client's
risk appetite. A cautious client can cap the response low; a high-security client can arm the full ladder.
Same platform, tuned per engagement.



© Sentinel

The landmine / dead-man trust Observe is the default and the failsafe — nothing fires. Enforce arms the response ladder, and break-glass always recovers the box.

OBSERVE — failsafe (nothing fires) = Observe Enforce

Trust anchors - dead-man - grants

® Operator-key anchor ok

® Heartbeat (dead-man) beat-silence
JIT grant none

Clock skew (min): | 0 Apply
ladder ive — i only)
0 log chain-of-custody log entry
T alarm warning alarm (leve! 2]
alert-egress critical alarm (level 1) + egress-pending to mothership
revoke-grants revoke every live JIT grant on this box

isolate 4-opened inbound

ne:

r the console/acc

== disable+persist tent alarm

account (guarded) + pers

Mine board - battlefield (=

B uvE | Sweep now Self-test

FIG.23 Observe versus Enforce, with the full containment ladder rendered exactly as the engine executes it.

Observe is the default failsafe — nothing fires until an operator arms it.



SENTINEL

THE MINEFIELD — FIVE ZONES, SCALED RESPONSE

Decoys are planted directly into the live filesystem — not a simulated overlay — across five zones that
mirror how far an intruder would have had to travel to reach them: perimeter bait, user data, credentials,
infrastructure, and crown jewels. Each zone maps to a default response tier, so blast radius scales with
intrusion depth automatically.

@ Omniscient Fleet — Unified Console

ladder ive — i only)
log chain-of-custody log entry

alarm

2 alert-egress critical alarm (level 1) + egress-pending to mothership

T3 revoke-grants re IT grant on this box

T4 isolate close GFM-opened inbound exposure (never the console/account)

disable+persist solate + disable the implicated account (quarded) + persistent alarm

Mine board - battlefield (=sd-d=tection: on ) M Uve | Sweepnow | | Self-test

] Perimeter / bait (X 1o

alam +lay here

‘ I Userdata (FL-=iomm) (1aying here )
m c T
m b +lay here
Il Crown jewels (5~ izoiace = dizabic sccous +lay here

Loy userdata:  honeytoken v  passwords - fak v < Browse | [l rea

(“Piant |

FIG.24 The mine board — five zones, five default response tiers. A decoy in perimeter bait raises an alarm; a

decoy in crown jewels triggers isolation and account disable. The operator decides where to lay each one.

DESIGN NOTE — A TRAP THAT CAN'T BE QUIETLY RESET

A decoy an intruder can trip and then un-trip is worthless. Sentinel computes trip-state live, from the
file's actual condition against a sealed baseline — there is no "tripped" flag to flip back. Clearing an
incident doesn't erase it; it archives the evidence and plants a brand-new decoy in its place. The record
survives everything the attacker can do to the box.




FIG.25

< Pick a plant location

©

©

System Volume Information

Users

Windows

«

«
«

©

(

«

©

appcompat
apppatch
ZppReadiness

assembly
GaC

© «

GAC_32
GAC_64

GAC_MSIL

«

NativeImages v4.0.30319_32

© © ©

NativeImages v4.0.30319_64

©

©
]

bcastdvr

path:  C:\Windows\assembly\temp

Select a folder to drop the decoy

Placing a decoy through Filescape — a live, navigable view of the box's real filesystem. Existing mines

show inline so an operator never double-plants, and decoys drop exactly where an intruder would look.

Cancel




SENTINEL

PSYCHOLOGICAL CONTAINMENT

When a loud mine trips, the response isn't only technical. The intruder's own session is taken over and
told, in the most unambiguous terms the screen can manage, that they've been caught and the
response has already started. This is psychological containment — you break the attacker's momentum
by showing them, mid-move, that they're inside a trap that's already closing.

@ Omniscient Fleet — Unified Console

TS disable+persist solate + disable the implicated account (guarded) + persistent alarm

Mine board - battlefield ((=esd-detection: on W uve ‘ Sweep now Self-test

+lay here

+lay here

+lay here

+lay here

Il Crown jewels (TS ssoiate * sizabic sceount = ((taying here )

@ canary C

@D (o) (amed) (emewip) (i

Lay crownjewels:  canary v creds_db - decc v < Browse | [ resd-detect | Plant |

# o Loud panicmode dismissa un-closable v | |

file path folder config

Hand-fire a condition

stale-beat (T4 isolate v y B LIVE (real action) | Fire |

FIG.26 Alive, armed decoy in the Crown Jewels zone — trip conditions, response tier, and loud-or-silent mode
all set by the operator before it goes hot.

LIVE SCENARIO — 17:49, UNATTENDED

A decoy credential file in the crown-jewels zone is modified. No analyst is watching. The heartbeat and
mine engine act on their own: the incident is logged with a tracked ID, the acting account and process
are captured, grants are revoked, the session is contained, and the alarm is written to the feed. By the

time an operator next opens the console, the intrusion is already contained and fully documented — a
clean chain of custody, no 3 a.m. phone call required.



BREACH DETECTED

DEFENSIVE COUNTERMEASURES INITIATED
YOUR SESSION HAS BEEN FLAGGED - THIS ACTIVITY IS BEING RECORDED

C:\Windows\assembly\temp\credentials.kdbx.txt

ACTION MODIFIED

ZONE / TIER crownjewels / TS .

ACCOUNT resolving on the endpoint...

ELAPSED 16s .
INCIDENT ID MINE-11D43771

BREACH ORIGIN
Resolving origin signals...

FIG.27 The moment of detection, as the intruder's own session sees it — a full-screen takeover carrying a

tracked incident ID while the containment ladder fires underneath. Momentum broken.

@ Omniscient Fleet — Unified Console

BREACH DETECTED

DEFENSIVE COUNTERMEASURES INITIATED
YOUR SESSION HAS BEEN FLAGGED - THIS ACTIVITY IS BEING RECORDED

C:\Windows\assembly\temp\credentials.kdbx.txt
MODIFIED

crownjewels / TS

resolving on the endpoint...

93s

MINE-11D43771

Logging this session’s activity
Capturing the acting account and process
Alerting the security operator

B < < <

This access is under review '
This incident has been logged and reported .

No audio

Q Qoo

FIG.28 The response executing in real time — logged, acting account captured, operator alerted, incident

recorded — and locked behind an authority key the intruder does not have.
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10 ADVERSARY

WHAT IT TAKES
TO BEAT IT

An honest look at the attacker's problem — because a claim of "unhackable" is what

amateurs sell, and the buyers you want will see through it instantly.

Against a fully-hardened, Sentinel-armed environment, a remote attacker doesn't get to fight the
cryptography — they get pushed off it entirely:

> No forged grants. Access grants are signed and context-bound; without the private key, a fabricated
grant is rejected and raises an alarm.

> No faked liveness. The heartbeat is RSA-signed with no key on the box to steal — an attacker can
stop it, but stopping it is itself the alarm.

> No brute-forced vault. PBKDF2 at 600,000 iterations means the credential vault isn't cracked in any
timeframe that matters.

> No quiet exploration. The decoy layer means lateral movement is the risk, not the reward — every
step toward something valuable is a step toward a tripwire.

So the attacker is forced off the math and onto the two most expensive problems in security: defeating a
disciplined operator, and moving through a monitored environment without tripping anything while fully
informed. That's not impossible — nothing is — but it is slow, loud, and expensive, which is the entire
point. You have changed the economics. An environment that used to cost an attacker time now costs
them risk on every move.

THE RESELLER'S VERSION OF THIS ARGUMENT

You don't sell "unbreakable" to your clients. You sell "we make attacking you more expensive than
attacking someone else" — and you can back it with a live demonstration, because Sentinel's response
is real and repeatable, not a slide.
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[ 11 / PROGRAM |

NOT A SNAPSHOT.
A PROGRAM.

A hardening report is a snapshot — stale the day after it's written. A deception layer is only
as credible as the offense actually thrown at it. So validation isn't a one-time event; it's a

continuous purple-team loop.

Omniscient ships with its own red-team capability, wired to the same engine as everything else, and
enrollment is structured as a continuation program rather than a project with an end date. Under signed
rules of engagement and explicit written authorization — enforced in the platform, not just promised in a
contract — the exact hardening deployed to a fleet is tested against, and every finding feeds the next
hardening pass.

O | ¢ | Fleet map Red Team &% Operate @ Recon & Exposure A Red Team © Sentinel $ Filescape P Secrets | (@ excine - winnows ) (@ starus +) | Q

< Fleetmap = Red Team - ARP spoofing | offensive - explict authorization required Repesh|| F4ySten

Red Team dependencies ready

@ Npcap (packet capture driver) installed

@ Bettercap 2.x (MITM framework) ;ciijed

ARP spoofing positions this box between a target and the gateway. Both addresses are required. This is write traffic on the LAN — use only on scopes where you have explicit written authorization. All state is driven
by the engine; the Ul only sends what you enter.

Spoof target

target | 192.168.1.42 gateway = 192168 interval | 500

Activity

Engine contract (anticipated)

arp-spoof-status - arp-spoof-start - arp-spoof-stop

® verified @ applied, unverified @ can't verify here off HKIM ) mac 5 CcONSOLE @ deprovision-box TEST — engine ok A

FIG.17 The red-team module — adversarial validation run under explicit authorization against the platform's own hardening. Offensive capability with rules-of-

engagement built into the tool itself.

For a reseller, the continuation program is what turns a one-time sale into recurring revenue: the client's
posture doesn't get set once and left to drift — it gets tested, tuned, and re-tested on a standing
cadence, under your name, for the life of the contract.



(EnGINE )

Red

Fleet
2 7 = :
O €« 2D & Operate @ Recon & Exposure o © Sentinel £ Filescape L Secrets ' 0
L\ Notifications Refresh

One triage surface for everything wanting your attention. Security events are the alarms your endpoints raise; Messages are what your managed users send you.
| & security events @ | | D Messages

10 events - 9 unread Acknowledge critical

® beat-silence *
no heartbeat file present - agent never beat or was removed

® beat-silence 1t : 21048
no heartbeat file present - agent never beat or was removed

® beat-silence *
no heartbeat file present - agent never beat or was removed

® beat-silence *

no heartbeat file present - agent never beat or was removed

® sentinel-t5-persistent !

T5 persistent mine-trip:MINE-11D4377 1:modified canary: credentials.kdbx.txt account=

® sentinel-egress-pending !
T2 egress-pending mine-trip:MINE-11D4377 1:modified canary: credentials.kdbx.txt

7. CONMSOLE @ seceded - adopted 1 account(s), net repr. A

FIG.31 The unified triage feed — a live mine-trip incident and repeated heartbeat-silence alarms landing in one place, on the same incident thread that ran through the

breach screen. One stream, end to end.

BARR CYBER LLC OPERATOR CONFIDENTIAL
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ADD A CLIENT,
NOT A REBUILD

The economics that make Omniscient worth reselling come from one architectural fact:
because every capability is driven by the same data model, growth is additive, not

structural.

Adding a machine is adding a profile. Adding a client is adding a set of profiles — not re-architecting
anything. Role templates fold down to every user automatically, presets carry the hardening baseline,
and the same engine drives one endpoint or a thousand. The operator's console doesn't change as the
fleet grows; only the count on the fleet map does.

GROWS BY FOLDS VIA RUNS ON
PROFILES TEMPLATES ONE ENGINE

A new machine or client is data added Role and preset templates cascade to The same engine drives one box or the
to the model, not new code or a new every user and machine they touch. whole estate. Your operators learn one
console. Onboarding is configuration, Change one, it ripples correctly to all — tool and apply it to every client you

not construction. idempotently. take on.

That's the reseller's growth curve: take on more clients without a linear increase in headcount or a new
toolchain per engagement. The platform's discipline — idempotent, reversible, what-if-able — is
precisely what makes operating many clients at once safe rather than chaotic.



CORE-SW01 g

OFFICE-MGR

HOST-STAND

SAMPLE-POS01

KITCHEN-01

BACKOFFICE

node to drop into its config

1 ® Engine connected : Windows

23 7 7 2 1

IN SYNC DRIFT

ADMINS

is USERS
machine floor folds down

® applied, unverified @ can't verify here  ® off
FIG.07 The topology as the fleet grows — new machines join the map as profiles, drift counters update live, and the operator's view stays exactly as legible at scale as
it was with a single box.
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TWO WAYS TO PUT
OMNISCIENT TO WORK

// FOR MSSPS

LICENSE & RESELL

Run Omniscient as the operator platform behind your
own practice. One analyst covers a fleet that used to
need a team; onboarding a client is configuration, not
construction; and the continuation program turns one-
time hardening into recurring revenue — under your
brand, on your terms.

Licensing terms, operator training, and the
boundaries of a client-facing view are scoped with
you directly.

/' FOR BUSINESSES

ENROLL FOR FULL CARE

Have your fleet run through Omniscient by Barr Cyber
directly — discovery, hardening, deception, and
continuous purple-team validation, under one
contract. The same discipline applied to the platform's
own environment, applied to yours, on a standing
cadence.

Scope is set to your environment and risk appetite.
Nothing offensive ever runs without written
authorization on file.

START THE CONVERSATION.

Whether you're evaluating Omniscient to resell or to be protected by it, the first
step is a direct conversation about your environment — not a sales funnel.

WARREN BARR - 713-882-0902 - warren@barr-cyber.com - barr-cyber.com

BARR CYBER LLC
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FULL PLATFORM

GALLERY

APX // PLATFORM GALLERY

Every screen referenced in this dossier, plus the supporting views not called out individually —

provisioning, allowlisting, access, and governance, shown as captured.

FIG.04 Machine-wide hardening toggles

FIG.10 Reconnaissance overview

Jp—— e

FIG.13 Gateway access door

FIG.02 Add machine / switch / segment

Gong e
r—

FIG.05 Web allowlist & app installs

FIG.08 Pre-flight provisioning review

FIG.11 Capture-capability probe

FIG.14 Dial-out reverse tunnel

FIG.03 New machine provisioning

FIG.09 Live execution log

FIG.15 Act-as-user policy pane



FIG.16 Run in user context

FIG.19 Platform launcher

> Operator Identity & Secrets

Operstor Key (75517

FIG.22 Secrets — two keys

FIG.25 Filescape decoy placement
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FIG.28 Live containment checklist
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FIG.31 Unified triage feed
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FIG.17 Red-team validation
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